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Hlonveyne T. JI. TadopmariiifHa TEXHOJOTIS BUSBJICHHS IIaXpaicTBa MpHU
IHCTAJIIOBaHHI MOOUIBHUX JOJATKIB 3 BUKOPHUCTaHHSAM I1HTEJIEKTYaJIbHOTO aHaji3y
nanux. — KBamidikariina HaykoBa Ipalls Ha MpaBax pyKOIHCY.

Huceprariisi Ha 3700yTTS HAayKOBOTO CTYINEHS KaHIWAAaTa TEXHIYHUX HAyK 3a
cretianpHicTIO 05.13.06 «IHdopMmariitHi TexHoyori». — BIHHUIBKMM HaIllOHATBLHUN
TeXHIYHUHN yHiBepcuTeT, Binawuis, 2020.

VY 3B’S3Ky 3 MOSBOI Ha PUHKY 3HAYHOI KIJTBKOCTI MOOLIBHUX JOJATKIB, IKUMU
KOPHUCTYIOTHCSI MUIBAPJU KOPUCTYBadiB, KOMIIAHIi-pO3POOHUKN MOOUIBHUX JOJIaTKIB
3BEpTAlOTBCA 32 TMOCITyraMd MapKEeTHHTOBHUX KaMIlaHId 3 METOI 3alydeHHS
IHCTaIOBaHb caM€ J0 iXHbOro noaatky. Came Taka moTpedba y MapKEeTHHTOBUX
KaMIaHisX CTajia OJHIE€I0 3 MPUYMH MOSBH IIaxXpaiB Ta iX MIaxXpaillChbKUX CIOCOOIB
1HCTaIOBaHHS MOO1IbHUX AonatkiB. Ilaxpai, y cBoI0 uepry, npuBOASITh 10 KOMIaHIM-
PO3pPOOHUKIB HEOOXiNHY KUIBKICTh (DEUKOBUX (HECHPaBXKHIX) «KOPUCTYBadiB» Ta
OTPUMYIOTHh 3a 1€ BIANOBIOHY TpomioBy BuHaropoay. IIpoTe Taki «kopHCTyBaui»
HIKOJIM HE TMOBEPTAIOTHCA Yy MOOUIBHMIA JOJATOK, OCKUIBKM € (EHKOBHUMH, MU X iX
HA3MBATUMEMO MIAXPANCHKUMU.

VY Ham yac BXe€ ICHYIOTh Taki BIJOMI BHUJM IIaxpaiicTBa NpPHU 1HCTAJIIOBAaHHI
JoNIaTKiB, SK MOOUTbHE BUKpaneHHs (mobile hijacking), xmikoBuii cmam (click
spamming), ¢pepmu giii (action farms), a TakoX METOAM Ta CUCTEMH BUSBJICHHS
axpaicTBa Mpy IHCTAIIOBaHHI MOOUTBHUX A0JaTKiB Taki, sk Fraudlogix Ta Kraken,
Adjust, Kochava Ta TCM Attribution Analytics, Protect360 Bix Appsflyer, FraudScore
Tta AppMetrica. IIpore HeOOXiAHO 3a3HAYUTH, IO JIUILIE OCTAHHI JIBI BUKOPUCTOBYIOTH
IHTEJICKTyaJIbHY CKJIaJIOBY, NMpUYOMY cucTemMa AppMetrica MpocTo IPYHTYETHCS Ha
anroputMmax Ta API cuctemu FraudScore. Ane Bka3aHi CUCTEMHU-aHAJIOTH BHUKOHYIOTh
PEUTUHTYBAHHS KOPHCTYBauiB Ha OCHOBI HE BCiX, a BUOIPKOBHUX BXIJHUX JIaHUX, TOMY
B11OYBa€ThCS YIYLIEHHS maxpaiB cucremamu. [HIII BKaszaHi cHCTEMHU

BUKOPHUCTOBYIOThH ICHYIOUl 0a3M 3 IIaxpailcbkuMu JaHuMM (Hanpukiaan, [P-agpecamm),



0 TAaKOX MPU3BOAUTH JO YIYIIEHHS IIaxpaiB, SKi MaiOTh 1HINI BJIACTUBOCTI,
m1a0JIOHHU, TTOBEIIHKY.

OueBHIHO, IO TPUYMHOIO BHIIEBKA3aHUX HEIOJIKIB CHUCTEM € BIJICYTHICTb
€IMHOTO MiJAXOAY JI0 BUSIBIICHHS IlIaxpaiicTBa HA OCHOBI BCIX HAasBHUX JAaHUX. TakoX,
HEJIOJIIKOM ICHYIOYMX CHCTEM € Te€, IO BOHMU PO3IMI3HAIOTH JIMIIE BiJOMI BHUIU
IraxpaiicTBa 1 He MOXKYTh PO3II3HABaTH HOBI HIaXpaiChKi IIA0JIOHU. A B Cy4acHOMY
CBITI B@XIMBOIO € MOXIIMBICTh CHCTEMH aJlallTyBaTUCh, TOMY HEOOXITHUM €
CTBOPEHHS  BIAMOBIAHUX 1H(QOpPMAIIMHUX TEXHOJOTIH, M0 MAaTUMYyTh 3MOTY
caMOHaBYaTHCS.

Bce BuleHaBeneHe € MepeayMOBOIO aKTYaJbHOCTI CTBOPEHHS 1H(POpPMAIIMHOI
TEXHOJIOT1i BUSIBJIEHHS MIaXpaiCcTBa MpPU 1HCTATIOBaHHI MOOUIBHUX JOJATKIB, sika O
BIJICTEXKYBaJla Ta BU3HAYasla I1a0JOHM IIaxpaiB, sIKI HEMOMITHI JIOJMHI. Po3B’s13aHHIO
11€1 331291 MPUCBAYCHA J1aHa poOoTa.

Metoro poOOTH AUCEPTALIAHOTO JAOCHIKEHHS € MIABUILECHHS TOYHOCTI Ta
IIBUJIKO/111 TIPOIIECIB BUSIBJICHHS IIaxXpaiCcTBa MpH 1HCTATIOBAaHHI MOOIJTBHUX JOIATKIB.

JI1st nocsirTHEHHS! BKa3aHO1 METH B pOOOTI pO3B’A3YIOThCS TaKl OCHOBHI 3a/1a4l:

— aHalli3 METOJlIB Ta MOCTaHOBKA 3aJa4yl BUABJICHHS IIaxpaiicTBa MpH
1HCTAJIFOBAHHI MOOIIBHUX JOJATKIB;

— ¢opmanizailis poIecy BUSBICHHS IIaXpaiiCTBa K aHOMAaJii B JaHUX

— aHami3 Ta Kiacudikailis pI3HOPITHUX JaHUX MPH 1HCTATIOBAaHHI MOOUIHBHUX
JIOJATKIB;

— po3poOka y3araJbHEHOTO METOJy BHSBIICHHS IIaxpailcTBa MpPH I1HCTAIIOBAHHI
MOOUIBHUX JOJIATKIB,

— po3poOka MEeTOay MOAO0JIAHHS PI3HOPITHOCTI BXITHUX JaHUX;

— po3pobka  iH(popMariiiHOl TEXHOJIOTIi  BUSBJIICHHS IIaxXpalWcTBa IpHU
1HCTaTIOBaHHI MOOIJTBHUX JTOJATKIB.

HaykoBor0 HOBH3HOI BUKOHAHOTO JUCEPTAIIHOTO JTOCHTIPKEHHS BU3HAYCHO:

1. Bnepmie 3ampomnoHOBaHO METOJT MOJOJIAHHS PI3HOPIAHOCTI BXIAHUX JIaHHX,

0 SBJIIE COOOI0 CYKYMHICTH Mpoleayp BUOOPY O3HAK, 3HMXKEHHS PO3MIPHOCTI Ta
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HOpMaJi3aii JaHuX, BIAMIHHICTh SIKOTO TOJSTa€ y HOBIM MO MpOIeCy MOJ0JIaHHS
PI3HOPITHOCTI JJAaHUX IIUISIXOM IIKAJIIOBAaHHS 3a 1H(QOPMATHBHICTIO, IO J03BOJISE BCIO
MHOKHHY PI3HOPITHUX JaHUX MPO KOPHUCTYBadiB 3BECTH JI0 BEKTOPY YHI(PIKOBaHUX
03HaK 0€3 3MEHIIIeHHsI TIarHOCTUYHOI IIIHHOCTI iH(opMaIrii.

2. YIOCKOHAJIEHO MOJieibh Kiacudikailii KOpHUCTyBadiB Ha OCHOBI TJMOWHHHX
HEHPOHHUX MEPEX y YaCTUHI 3HMKEHHsS PO3MIPHOCTI Ta HOpMasi3amii JaHUX 3TiTHO
3aMpONOHOBAHOTO METOJy MOJAOJAHHS PIZHOPIAHOCTI JaHHUX, SKa € OCHOBOIO JUJIsSt
CTBOPCHHS y3araJlbHGHOTO TMOPTPETy Imaxpas 3 METOI CHPOIIEHHS IMPOIECiB ix
BUSIBJICHHS.

3. Bniepiie po3poOiieHO y3araJilbHEHHM METOJ BHUSBJICHHS IIaXpaicTBa Mpu
IHCTJIIOBaHHI MOOUIBHUX JOAATKIB, BIJIMIHHICTh SIKOTO TIOJISITA€ Y BHUKOPHUCTAHHI
3aMpONOHOBAHOI  MOJeNi Kiacudikaiii KOPUCTyBadiB Ta METOJAY MOJOJaHHS
PI3HOPITHOCTI BXIJIHMX JaHUX, IO JJO03BOJISE BHU3HAYMTH KJIAcH KOPHUCTYBadiB Ta
MIJBUIIMTA TOYHICTh  BHUSBICHHS  IIaXpaicTBa MpPHU I1HCTAIIOBAHHI MOOUIBHHUX
OIATKIB.

[IpakTiyHa IIHHICTP OTPUMAHHUX B JUCEpPTalll pe3yJbTaTiB MOJATaE Yy
HAaCTYITHOMY: 3J1MCHEHO KJacu]ikalito PI3HOPIIHUX JAHUX, 110 JAO03BOJHUIIO
CIIPOCTUTH TIPOLIEC aHAJI3y PI3HOPIAHUX 32 METPUKAMH, PO3MIPHOCTSIMU 1 T1abJIOHAMHU
JaHUX Ta aBTOMATHU3YBAaTH HMOT0; PO3pOOJICHO aJTOPUTM TOIIYKY aHOMAaTii B JTaHUX,
QITOPUTMH TIPOIIECY TOJIOJIAHHS PI3HOPIAHOCTI BXIAHUX JaHUX, QJITOPUTM BHUSBIICHHS
maxpas MpHu 1HCTaJIIOBaHHI MOOUIBHUX JTOJATKIB, aJTOPUTM CTBOPEHHS y3arajJbHEHOTO
MOPTPETY IIaxpasi Ta aJIrOpuUTM MiHIMI3allli 4Yacy BHUSBJICHHS IlIaxpaiB Ha OCHOBI
po3napayiefieHHs: 00UUCITIOBAIIBHUX TMPOIIECIB, K1 MOKIAa/IeHI B OCHOBY 1H(OpMaIiiHoi
TEXHOJIOTIi, 110 MiABUIIWIO TOYHICTh Ta IIBUIKOJII BHSBJICHHS IIaxpais;
3aMpONOHOBaHO  1H(OpPMAIIAHY TEXHOJIOTII0 BUSIBICHHS  IIaxpaicTBa npu
IHCTaJIIOBaHHI MOOUIBHUX JIOJATKIB, $Ka BUKOPHUCTOBYE 3alpONOHOBAaHI METOJ
BUSIBJICHHSI IIaXxpaiicTBa TMpH 1HCTaIIOBAHHI MOOIIBHUX JOJATKIB, METOJ MOJI0JaHHS
PIBHOPIAHOCTI BXIIHMX JAHWUX, MOJENb Kiacudikamii mgaHWX, 1, Ha BIAMIHY BiJ

icHytounx cucteM Antifraud, go3Bosuia MIABUIIMTA TOYHICTh  KJIacudikaiii
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kopuctyBauiB 10 99,14 %, 30kpema TOYHICTH Kiacudikarlii maxpaie — g0 82,76 %;
po3pobieHo mporpamue 3abe3nedeHHs “Mobile App Install Fraud Detection System”
JUTSI BUSIBJICHHS IIaXpaliCcTBa NP 1HCTATIOBAHHI MOOITFHUX TOAATKIB.

PesynpTaT aucepraniifHoi poOOTH JIOMOBIJANIMCh Ta OOTOBOPIOBAIUCHL Ha 9
HaykoBO-TexHIYHUX KoHpepeHmisx: XLV, XLVI, XLVIII HaykoBO-TEXHIYHHX
KoH(pepeHIisIX MmpodecopChbKO-BUKIAAAIBKOTO CKIIaMy, CHIBPOOITHUKIB Ta CTYACHTIB
BHTY (2016, 2017, 2019 pp.); = HaykoBo-npakTu4Hiii KoHbepeHiii  «CyuacHi
TEHJCHIII PO3BUTKY CHUCTEMHOro mnporpamyBanss» (M. KuiB, Hamionansnuit
aBiamiiiauil yHiBepcutet, 2016 p.); XIV MixnHapoaHiii koHdepenuii «KoHTponb 1
yrnpaBimiHHA B ckmagHux cucremax (KYCC-2018)» (M. Bimnumsg, BHTY, 2018 p.);
V MixHapoHId HAYKOBO-TEXHIYHINA KOH(EpPEHIIl CTyJAEHTIB, MaricTpiB Ta acHipaHTIB
«lndpopmartuka, ympaBiIiHHS Ta IITYy4HUM 1HTEIeKT» (M. XapkiB, HamionanbHuit
TEXHIYHUM  YHIBEpCUTET «XapKIBCbKUWA  MOMITEXHIUHUUA 1HCTUTYT», 2018 p.);
5th International Winter School on Big Data BigDat2019 (M. Kemopumx, University
of Cambridge, Bemuxo6puranis, 2019 p.); 577" International Conference on
Innovative Engineering Technologies (ICIET) (m. banrkok, Taimann, 2019 p.); The
10" International Conference on Dependable Systems, Services and
Technologies (DESSERT’2019)  (m. Jlizc, BenukooOpuranis, Leeds Beckett
University, 2019 p.), ne otpumano Haropoay «Best Paper Award»; The 14"
International conference "Computer sciences and Information technologies™ (CSIT
2019) (m. JIbBiB, YKpaina, 2019 p.); The 2019 10" IEEE International Conference on
Intelligent Data Acquisition and Advanced Computing Systems: Technology and
Applications (IDAACS), (M. MeTu, ®paniiis, 2019 p.).

PesynbpraTn  gucepTaniiHoi poOOTH BIOPOBAKEHI HaA MIANPUEMCTBAX Ta
HaBuanbHUX 3akianax: Garuda Al B. V. (M. Cxinron, Higepnanan) — iHdopmariiina
texHosyoris; TOB «BIH IHTEPAKTUB» (M. Binnunsa, VYkpaina)— anroputMu
MOJIOJIaHHS PI3HOPIAHOCTI JTaHUX, MOJIEIbh MPOIIECY IMOJ0JaHHS PIZHOPITHOCTI JaHUX;
TOB «4XaitTex» (M. Biaaung, VYkpaina) — Mojenb MpOLECY MOMOJIAHHSA

PI3HOPIAHOCTI BXIJIHUX JAaHUX, METOJMKA BHUSABJICHHS Iaxpas MpU 1HCTATIOBaHHI



mobumpHuX goaatkiB; I «Jlitcopt» (M. KuiB, YkpaiHa) — anropuT™ mOJ0JaHHS
PIBHOPIAHOCTI  JaHWX, Yy3arajlbHEHUW METOJl BHUSBJICHHS maxpaicTea mpu
1HCTaTIOBaHHI MOOUTRHUX JOJATKIB, METOJWKA CTBOPEHHS y3arajlbHEHOTO TOPTPETY
miaxpasi; 'y HaBYaJIbHHMM Tmpoliec Kadenpu KOMIT'IOTEPHHX HaykK BiHHUIIBKOTO
HalloHaIbHOTO TexHiuHOro yHiBepcutery (BHTY) — y3aranbHeHuit MeToj; BUSBICHHS
IraxpaiicTBa Mpu 1HCTAJIOBaHHI MOOUIBHHUX JOJATKIB Ta Yy HaBUaJbHHM  MpOILEC
kadeapu 1HGOpPMATUKH, TMPOTPaMHOI I1HXKEHEpii Ta EKOHOMIYHOI KiOEpHETHKHU
XepCoOHCHKOTO JEP>KaBHOTO YHIBEpCHUTETy — iH(OpMaIliifiHa TEXHOJIOTiS BUSBICHHS
[maxpaiictea MpUd  1HCTAIIOBaHHI ~ MOOUIBHMX  JOJATKIB 3  BUKOPHUCTaHHSIM
IHTEJIEKTYyaJIbHOTO aHaJi3y JaHUX.

KuarwuoBi cioBa: iHdopmaliiiHa TEXHOJOTIS, 1HTEIEKTyaJbHUM aHalli3 JaHuX,
BUSIBJICHHS IlIaXpaiiCcTBa, BUSIBJCHHS aHOMalid B JaHUX, Koe(DIIi€HTH MOIIO0HOCTI,
Mojenb Kiacudikaiii, MallMHHE HaBYaHHS, TJIMOMHHI HEHPOHHI MEpeki, METO[
MOJI0JIAaHHSL  PI3HOPIAHOCTI, MATPHUIISI HEBIAMOBIAHOCTI, 1HCTAJIIOBAaHHS MOOUIBHHUX

OIATKIB.



ABSTRACT

Polhul T. D. Information technology for fraud detection during mobile

applications installation using data mining. — Qualification research paper, manuscript

copyright.

Thesis for the degree of a candidate of technical sciences in specialty 05.13.06
«Information technology». — Vinnytsia National Technical University, Vinnytsia,
2020.

Nowadays there appeared a need to create information technology for fraud
detection. This is due to the emergence of a huge number of new competing products
among the billions of users in the mobile application market. To attract most users to
their apps, mobile apps developers use the marketing campaigns service. Such a need
in marketing campaigns has led to the massive appearance of fraudsters and fraudulent
types of mobile applications installation, which can bring companies the required
number of "users" and receive appropriate money reward for it [1]. However, it should
be noted that such "users™ never return to the mobile application because they are fake,
we will call them fraudulent ones. Therefore, the creation of information technology
for fraud detection during mobile applications installation is an important task.

For the time being, there are already known types of mobile applications
installation fraud such as mobile hijacking, click spamming, action farms [2-7] and
methods and systems for fraud detection during mobile applications installation such
as: Fraudlogix and Kraken, Adjust, Kochava and TCM Attribution Analytics,
Protect360 by Appsflyer, FraudScore and AppMetrica mentioned in the research paper.
However, it should be noted that only the last couple uses the intelligent component,
where AppMetrica simply relying on FraudScore and using its algorithms and API.
But even the above-mentioned systems perform user rating based on not all but
selective input data, so there is an omission of fraudsters by the system. Other specified

systems use existing databases with fraudulent data (for example, IP-addresses), which
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also leads to the omission of fraudsters having other properties, patterns, behavior, by
such systems.

Obviously, the reason for the above mentioned disadvantages of the systems is
the lack of a single approach for fraud detection based on available data. Also, the
disadvantage of existing systems is that they recognize only known types of fraud and
cannot recognize new fraudulent patterns. And the ability of the system to adapt is
important in the modern world, therefore, it is necessary to create an intellectual
information technology that will be able to learn.

All of the above is a prerequisite to creating an information technology for fraud
detection during mobile applications installation that would track and detect fraudulent
patterns unnoticed by humans. This research paper is dedicated to solve this problem.

The purpose of the qualification research paper is to improve the accuracy and
speed of fraud detection process during mobile applications installation.

In order to achieve the mentioned purpose, the following basic tasks are solved
in the work:

— analysis of methods and statement of fraud detection during mobile applications
installation problem;

— formalization of the process of detection of fraud as an anomaly in the data;

— analysis and classification of heterogeneous data during mobile applications
installation;

— development of a generalized method for fraud detection during mobile
applications installation;

— development of a method of overcoming heterogeneity of input data;

— developing information technology for fraud detection during mobile
applications installation.

The scientific novelty of the qualification research paper is:

1. For the first time, a method of overcoming the heterogeneity of input data is
proposed, which is a set of procedures for feature selecting, dimensionality reduction

and data normalization, the difference of which lies in the new model of overcoming
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the heterogeneity of data by scaling information, which allows the whole set of
heterogeneous user data to be reduced to a vector, reducing the diagnostic value of
information.

2. The model of users' classification based on deep neural networks in terms of
dimensionality reduction and data normalization has been improved according to the
proposed method of overcoming heterogeneity of data, which is the basis for creating
of general fraudsters fingerprint in order to simplify their detection processes.

3. For the first time, a generalized method for fraud detection in during
installation of mobile applications has been developed, the difference being the use of
the proposed users' classification model and the method of overcoming the
heterogeneity of the input data, which allows defining users’ classes and increasing the
reliability of fraud detection during mobile app installs.

The practical value of the results obtained in the qualification research paper is
as follows: classification of heterogeneous data was carried out, which made it possible
to simplify the process of analysis of data which is heterogeneous by metrics,
dimensions and data templates and to automate it; an algorithm for detecting anomalies
in data, algorithms for the process of overcoming the heterogeneity of input data,
algorithm for fraud detection during mobile applications installations, an algorithm for
generalized fraudster fingerprint formation, and algorithm for minimizing the time of
fraud detection based on the parallelization of computing processes, which are the basis
of information technology, which has increased the accuracy and speed of detection of
fraudsters, were developed; information technology for fraud detection during mobile
applications installation has been proposed for the first time, that uses the following: a
generalized method for fraud detection during mobile applications installation, a
method for overcoming the heterogeneity and classification model of user input data,
which, unlike existing Antifraud technologies, allowed to improve accuracy of users’
classification to 99,14 %, in particular, detecting fraudulent users to 82,95 %; “Mobile
App Install Fraud Detection System” software for fraud detection during mobile

applications installation has been developed.
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The results of the qualification research paper were reported and discussed at 9
scientific and technical conferences: XLV, XLVI, XLVIII scientific and technical
conferences of teaching staff, staff and students of Vinnitsa National Technical
University; scientific-practical conference "Modern tendencies of development of
system programming” (Kyiv, National Aviation University, 2016); XIV International
Conference "Control and Control in Complex Systems (KYCC-2018)» (Vinnitsa,
Vinnitsa National Technical University, 2018); V International Scientific and
Technical Conference of Students, Masters and Postgraduate Students “Informatics,
Management and Artificial Intelligence” (Kharkiv, National Technical University
"Kharkiv Polytechnic Institute”, 2018); 5" International Winter School on Big Data
BigDat2019 (Cambridge, University of Cambridge, UK, 2019); 577" International
Conference on Innovative Engineering Technologies (ICIET) (Bangkok, Thailand,
2019); The 10th International Conference on Dependable Systems, Services and
Technologies (DESSERT’2019) (Leeds, UK, Leeds Beckett University, 2019), where
the «Best Paper Award» was recieved; The 14th International conference "Computer
sciences and Information technologies” (CSIT 2019) (Lviv, Ukraine, September 17-
20, 2019); The 2019 10th IEEE International Conference on Intelligent Data
Acquisition and Advanced Computing Systems: Technology and Applications
(IDAACS), (Metz, France, September 18-21, 2019).

The results of the qualification research paper were implemented at Garuda Al
B.V. (Netherlands) — information technology; LLC «Winlnteractive» — algorithms for
overcoming data heterogeneity, model for the process of overcoming data
heterogeneity; LLC «4HighTech» — a model of the process of overcoming the
heterogeneity of the input data, the method of fraud detection when installing mobile
applications; PE «Litsofty — algorithm for overcoming heterogeneity of data, a
generalized method of detecting fraud when installing mobile applications, a method
for creating a generalized fraudster’s fingerprint; to the educational process of the
Computer Science Department of Vinnytsia National Technical University — a

generalized method for fraud detection during mobile applications installation; and to
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the educational process of the Department of Informatics, Software Engineering and
Economic Cybernetics of Kherson State University — information technology for fraud
detection during mobile applications installation using data mining.

Keywords: information technology, data mining, fraud detection, anomaly
detection, similarity coefficients, classification model, machine learning, deep neural
networks, method for overcoming heterogeneity of data, confusion matrix, mobile

applications installation.
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PO3ALI 1 AHAJII3 METO/IIB TA TIOCTAHOBKA 3AJIAUYI BUSABJIEHHA
IITAXPAWCTBA ITPY IHCTAJIIOBAHHI MOBIJIBHUX JIOJATKIB .... Omn6ka!
3akiajaKa He onpe/eseHa.

1.1 Anani3 00’ €KTY TOCTITKCHHS ......cevveenne. Ommobka! 3akiagka He onpeesieHa.
1.1.1 Bu3HnaueHHs MOHSTTS IIaXpaicTBa MPH 1HCTAIFOBaHHI MOOUIBHUX JI0JIaTKIB
.................................................................... Ommuodka! 3akiaaka He onpeaeseHa.
1.1.2 BuzHaueHHs 3a/1a4il BUABJICHHS [IaXpaiicTBa SIK OJHIET 13 3a]1a4 MOLIYKY
AHOMAIIIH B TAHHMX . 1vvuvieeeeererersrnsnisseseessseeenes Ommodka! 3akiaaka He onpeaeieHa.
1.1.3 Anani3 xapakTEepUCTHK Ta BIACTUBOCTEHN IIaXpaiicTBa IK aHOMaJli B TaHUX
.................................................................... Ommodka! 3akiaaka He onpeaeseHa.

1.2 BapianTHU# aHajIi3 METO/IIB MOIIYKY aHOMai# B JaHuX ...Omuoka! 3akaaaka

HE onpeae/icHa.

1.2.1 Knacudixkairiss METO1B BUSIBIICHHS aHOMAMIH.......... Ommuoka! 3akaaaka He
onpejesieHa.

1.2.2 MeToau KITaCTePH3AIIT....vvvreevveeennne Ommodka! 3akiaaka He onpeaeseHa.
1.2.3 Metoau KITaCHUMIKAIT ..vvevvvvveeriveeenne Ommodka! 3akiaaka He onpeaeeHa.
1.2.4 CTaTUCTHYHI METOMH . ...ccvveevveerneennne Ommodka! 3akiaaka He onpeaeseHa.
1.2.5 AHcamM01b METOIB Ha MPUKIAA]l TTTMOMHHOTO HABYAHHS ............... Omuoka!

3akiajKa He onpe/eseHa.
1.3 AHnani3 Mozenei no1i0HOCTI maxpaichbkux madsoHiB..Omuoka! 3akaaaka He
ompejeJeHa.
1.4 Anani3 cydacHMX CUCTEM BUSBIICHHS IIaxpaiicTBa NpH 1HCTATIOBAHH1
MOOUTBHUX HOMATKIB 1evvvvvereereeeeereerrsrsnisseseeess Ommodka! 3akiaaka He onpeaeseHa.
1.5 Anani3 npo0OJIeMHHX acIeKTiB, 10 BUHUKAIOTh MPU BUSBIICHI MIAXpaiicTBa MpU
1HCTATFOBAHHI MOOUILHUX JIOJATKIB Ta IIOCTAHOBKA 3a1a4 JOCIIKEHHS... Omuoka!
3akiaagka He onpe/eJieHa.

1.6 BUCHOBKHM 10 PO3AITY 1 .oovvviiiiiiiiiiieenee Ommoka! 3akiaaka He onpeesieHa.
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PO3/ILJT 2 POBPOBKA METO/IIB TA MOJIEJIEN BUSIBJIEHH
IITAXPAVICTBA ITPU THCTAJIIOBAHHI MOBUIBHUX JIOJTATKIB 3
BUKOPUCTAHHAM IHTEJIEKTYAJIBHOI'O AHAJII3Y JAHUX ........ Omuodka!
3akiagka He onpe/eJieHa.
2.1 ®opmanizailis Ipouecy BUSBICHHS IaxpaicTBa Ak aHoMalii B TaHuXx Ommoka!l
3akiajaKa He onpeeseHa.
2.2 Anani3 Ta knacudikaiis pi3HOPITHUX JaHUX MPH IHCTATIOBAHHI MOOLITBHIX
B (03122 & (8 0 ST Ommodka! 3akiaaka He onpeaeseHa.
2.3 Po3po0ka y3araapHEHOTO METOIY BUSBIICHHS IIaXpaiicTBa MPH 1HCTATIOBAHH]
MOOUTEHUX HOJATKIB ..cvvvvveeneeeeereeeenrssnsseeeeess Ommuodka! 3akiaaka He onpeaeseHa.
2.3.1 Po3pobka MeTo1y MoJI0JIaHHS PI3HOPITHOCTI BX1THUX JAHUX........ Ommnoka!
3akaaaka He onpeaenena.0
2.3.1.1 Knacudikarris BXITHUX JaHUX, X IKAITIOBAHHS 3a 1HQOPMATHBHICTIO Ta
DOPMATTIBAIIIS .. vveeeiivieeeiree e sivie e siaee e eiaee e Ommoka! 3akiaaka He onpejesieHa.
2.3.1.2 Po3po0Oka Mojieneit mporiecy moaoJaHHs Pi3HOPIAHOCTI BXiTHUX JTaHUX
.................................................................. Ommoka! 3akiaaka He onpeaeaeHa.3
2.3.2 AHaJi3 I01iILHOCTI BAKOPUCTAHHS MeTo1iB 00poOku Big Data ms
BUSIBJICHHS] aHOMAJTi B JJaHUX IIPH 1HCTAJIALIT MOOUTBHUX JTOJATKIB ...... Omuoka!
3akiajka He onpesesieHa.l
2.3.3 Mopenp kinacugikarii BXiIHUX JaHUX )T BUSBJICHHS aHoMalii B Big Data
.................................................................. Ommoka! 3akiaaaka He onpeesaeHa.2
2.4 BUCHOBKH J0 PO3AULY 2..ccvvverirenreeeanenes Omuodka! 3akaaaka He onpeaesieHa.o
PO3/I1JI 3 PO3POBKA THOOPMALIIMHOI TEXHOJIOI'TI BUSIBJIEHHS
IITAXPAWCTBA ITPY IHCTAJIIOBAHHI MOBIJIBHUX JIOJATKIB .... Omn6kal
3aksaaka He onpeaeseHa./
3.1 KonnentyanbHi 0co0a1UBOCTI TOOYA0BH 1HGOPMAIIIHOT TEXHOJIOT1 BUSBICHHS
[axpaicTBa Ha OCHOBI METOJIIB Ta MOACITCH. .....ccvveerriveennne, Omuoka! 3akaaaka He
onpeaesaeHa.’/
3.1.1 Po3pobxka KoHIIENTyallbHOT MOJEN 1H(POPMALIIITHOT TEXHOJIOT1i BUSIBICHHS

TIAXPARCTBA .vvvveeeiivreieessiereeeessnreeeeessnnens Ommoka! 3akiaaaka He onpeaenena.8
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3.1.2 Anani3 ta po3poOKka CTpYKTyp JaHUX B IHPOpMaIIiiiHIi TeXHOIOTIT
BUSIBJICHHS IIAXPAUCTBA ....vvvevrerenireeennens Omubka! 3akaaaka He onpeaesieHa.2
3.1.3 Po3pobka 1mabiaoHy maxpas............ Ommoka! 3akiaaka He onpeaesaeHa.’/
3.1.4 Po3pobOxka HeuiTKoi Mojieni A7t popMyBaHHs MOPTPETyY Imaxpas ... Ommuodka!
3aksiaaka He onpeaesieHa.g8
3.2 Po3po0Oka airopuT™iB BUSBIICHHS IIaxpas MPU 1HCTAITIOBaHHI MOOLTBHUX
b1 (07115 ¢ 1 P TTT Omuobka! 3akaaaka He onpenesena.0
3.3 Po3poOka anropuTMy CTBOPEHHS y3arajibHEHOTO MOPTPETY 1axpas ... Ommuoka!
3akiaaka He onpeneJieHa.4
3.4 Po3po0Oka aJiropuTMy MOILIYKY aHOMaJIHA B TAHUX ......... Ommuodka! 3akiaaaka He
onpeaeaeHa.b
3.5 Anani3 npoueciB B iH(OpMaliiiHii TEXHOJIOT1i BUSBJICHHS IIaxpaiicTBa
...................................................................... Ommoka! 3akiaaka He onpeaeaeHa.b
3.6 IlpoextyBanHs iHGOpMAIIIITHOT TEXHOJIOT1T BUSBIICHHSA IaxpaicTaa... Ommoka!
3akaaaka He onpeaenena.0
3.7 BHCHOBKH JI0 PO3ALTY 3..ccivierireeinnns Omuobka! 3akaaaka He onpeesieHa.3
PO3/I1JT 4 EKCITEPUMEHTAJIBHI JIOCJIJXEHHS THOOPMAIIMHO]
TEXHOJIOTTi BUSBJIEHHS IITAXPAVICTBA ITPU IHCTAJTFOBAHHI
MOBUIBHUX TOJATKIB 3 BUKOPUCTAHHSAM IHTEJIEKTY AJIBHOI'O
AHAJIZY JAHUX ... Ommobka! 3akiaaaka He onpeaeneHa.>
4.1 AHani3 Ta MiAroTOBKa BX1THUX JaHUX JUIsl IPOBEIEHHS EKCIIEPUMEHTAIbHUX
JOCIIJIKEHb 3 BUKOPUCTAHHIM 1H(GOPMALIITHOT TEXHOJIOT11 BUSIBIICHHS 1IaXpaicTBa
...................................................................... Ommoka! 3akiaaka He onpeaesieHa.>
4.2 Po3poOka METOIMKH MPOBEJECHHS EKCTIEPUMEHTAILHUX JOCIIKECHb
nraxpancTBa Mpu 1HCTAIIOBaHHI MOOUTBHUX JOAATKIB.......... Ommoka! 3akaagka He
onpenaesiena.’9
4.3 Po3pobOka anropuTMy MiHIMi3allil 4acy BUSBJICHHS 1IaXpaiB Ha OCHOBI
posmnapaneneHHs] O0UMCTIOBATBHUX MPOLECIB....eeeruvreerreeensns Ommodka! 3akiaaka He

onpejaesieHa.?2
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4.4 JlocmimpKeHHS aIeKBaTHOCTI MOJIeTIel, TOYHOCTI Ta MIBUIKO1T METOTY
BUSIBJICHHS IIaXpaiiCTBa, aHaJli3 pe3yNbTaTiB TecTyBaHHA...Omuodka! 3akiaaka He
onpeaeaeHa.>
4.5 Amnani3 pe3ynbTariB BIPOBAKEHHS ...... Ommolka! 3aknaaka He onpenesiena.l
4.5.1 BopoBamkeHHs 1HPOpMaIliiHOT TEXHOJIOTIT /ISl BUSBJICHHS IIaxpaicTBa
npu iHcTamoBanHl MoouTbHUX noAaTkiB B TOB «BIH IHTEPAKTHB» Ommnoka!
3akiaaka He onpenesieHa.l
4.5.2 BrpoBakenHs iHpopMaliiftHoi TexHosorii B Garuda Al B.V....... Ommnoka!
3akiaaka He onpeaeseHa.2
4.5.3 BrpoBamkenHs iHpopMatiitHoi TexHosorii y TOB «4XaitTexy ...Omuodka!
3akiajka He onpesesieHa.3
4.5.4 BopoBamkeHnHs iHpopManiitHoi TexHosorii y IIT «Jlircodp»....... Omnoka!
3akiajaka He onpeneJiena.4
4.5.5 BipoBaykeHHS 1HPOPMAaILIHOT TEXHOJIOTi Y HaBYaIbHUI MPOIec

.................................................................. Ommoka! 3akiagka He onpenesiena.4

4.6 BUCHOBKH 710 PO3AUTY 4 ..o Omuobka! 3akaaaka He onpe/esieHa.S
BUCHOBKU........ccoiiiiiiiiiie e Omuodka! 3akjaaaka He onpenesieHa.8
CITMCOK BUKOPUCTAHUX JIKEPEJIL......ccoiiiiiiiie e 262
JOJATKH.....cooiiiiiiiiii e Ommoka! 3akaaaka He onpeaeaena.3
Honarok A JIoKkyMEHTH 1I0A0 BIPOBAHKEHHS PE3yJIbTaTIB POOOTH ............. Ommuodka!

3akiajka He onpeeJieHa.4

Honatox b OCHOBHI JIICTUHTU IPOTpaMHOro 3a0e3nedeHHs ... Omuoka! 3aknaaka He
onpenenaena.0

Honatokx B Crincok excnepriB, skl IpOBOAMIIN OIliHIOBaHHS .Omuoka! 3akiaaka He
onpenenena.4

Honatok J| Ceptudikatu Ha myOiKaiii Ta BUCTYIIH .............. Omuodka! 3akaanka He
onpejaeieHa.o

Honatox E Cnircok my0Jtikaliii 3a TeMOI AUCEPTAILii ............ Oummoka! 3akiaaaka He

onpejaesieHa.?2
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HEPEJIIK YMOBHUX ITO3HAYEHDb
Atomicity, consistency, isolation, durability
Artificial neural networks
Application programming interface
Convolutional neural network
Deep neural network
Deep Q Learning
Expectation-maximization
Generative Adversarial Nets
Load Balancer
Local outlier factor
Mean-time-to-install
Neural networks
Recurrent neural network
Support Vector Machine
True positive rate
Time-to-install Outliers
[HTEeNneKTyanbHUN aHami3 JaHUX
[HdopmartiitHa TEXHOIOT1S
KoM totepHi Hayku

LI Ty4Huil iHTENEKT
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BCTYII

OO0rpyHTyBaHHSI BUOOPY TeMH JOCJIIKeHHS. Y 3B S3KY 3 MOSIBOIO HA PUHKY
3HaYHOI KUIBKOCTI MOOUIBHMX JOJATKIB, SIKHMH KOPHCTYIOTBCS MUIBSPAU
KOPHCTYBauiB, KOMIAHII-pO3pOOHUKH MOOIIBHUX JIOJATKIB 3BEPTAIOTHCS  3a
MOCIIyraMl MapKETHMHTOBUX KaMIaHId 3 METOI0 3aJIy4eHHsS IHCTalllOBaHb caMme 0
ixaporo gomatky. Came Taka morpeda y MapKeTHHTOBUX KaMMaHISX CTana OJHIEIO 3
MPUYUH TIOSBHM IIaxpaiB Ta iX IIaxXpaiCbKUX CIOCO0IB 1HCTaIIOBaHHS MOOLIBHHUX
noaatkiB. [Ilaxpai, y cBOIO 4epry, NpUBOJASITH A0 KOMIaHIA-pO3pPOOHUKIB HEOOXIAHY
KUIBKICTh  (PEHKOBUX (HECHpPaBX HIX) «KOPHUCTYBayiB» Ta OTPUMYIOTH 3a II€
BIJINOBIJIHY TPOIIOBY BHUHaropoay. IIpoTe Taki «KOpPUCTyBaudil» HIKOJIU HE
MOBEPTAOTHCA Yy MOOUIBHUNM JO0JIaTOK, OCKUIbKM € (EeUMKOBUMH, MH X iX
HA3MBAaTUMEMO IIaXPANCHKUMH.

VY Ham yac BXe ICHYIOTh Taki BiJOMI BHUJIM IIaXpaicTBa MPU 1HCTAIIOBAHHI
NoJIaTKiB, Sk MoOinbHe BukpaaeHHs (mobile hijacking), xmikosuii cmam (click
spamming), depmu miit (action farms) [1]-[3], a Takox Meromu Ta cHCTEMH
BUSIBIICHHS IIaXpalicTBa MPH IHCTAIIOBAHHI MOOLIBHHMX J0AaTKIB Taki sk Fraudlogix
[4] Ta Kraken [5], Adjust [6], Kochava [7] Ta TCM Attribution Analytics [8],
Protect360 [9] Bim Appsflyer [10], FraudScore [11] ta AppMetrica [12], sxi
sraayiotbes y poboti [13]. IIpore HeoOXiHO 3a3HAYMTH, IO JIMIIE OCTaHHI JBI
BHUKOPHCTOBYIOTh 1HTEJIEKTyalIbHY CKJIaJIOBY, pruoMy cuctema AppMetrica npocto
IPYHTY€eThCs Ha anroputmax ta APl cucremm FraudScore. Ane BkaszaHi cUCTeMU-
aHaJIOTU BUKOHYIOTh PEHTHUHIYBaHHSI KOPUCTYBadiB Ha OCHOBI HE BCiX, a BUOIPKOBHUX
BXIIHUX JaHHUX, TOMY BiZIOyBa€ThCs ymymieHHs maxpaiB cuctemamu [14]-[16]. Txmmi
BKa3aHI CHUCTEMU BHUKOPHCTOBYIOTh ICHYIOUl 0a3u 3 IIaXpalCbKUMHU JTaHUMH
(manpuximan, IP-ampecamu), 1m0 TakoX TPHU3BOAUTH N0 YIYIICHHS IMaxpaiB, sKi
MaloTh 1HIIN BJIACTUBOCTI, IIAOJIOHM, TIOBE/IHKY.

OueBHIHO, 10 MPUYUHOK BUIIEBKA3aHUX HEJOJIIKIB CUCTEM € BiJICYTHICTh
€IMHOTO IMIX0Ty 0 BHUSBJICHHS IIaXpaiCTBa Ha OCHOBI BCIX HAABHUX JaHUX. TakKoxX,

HEJIOJIIKOM ICHYIOYHMX CHCTEM € Te, III0 BOHM PO3MI3HAIOTH JIMIIE BIJIOMI BUIU
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HIaxpaicTBa 1 He MOXKYTh PO3Mi3HABATH HOBI IIAXPANChKi MA0IOHU. A B Cy4acHOMY
CBITI BaXXJIMBOIO € MOJJIMBICTb CHCTEMHU aJalTyBaTUCh, TOMY HEOOXITHUM €
CTBOPEHHS BIJAMOBIIHUX 1HGQOpPMALIMHUX TEXHOJIOTIH, 10 MAaTUMYTh 3MOTY
CaMOHABYATHCS.

Bce BunieHaBejieHe € nepelyMOBOIO aKTyalbHOCTI CTBOPEHHS 1HPOpPMaIIMHOT
TEXHOJIOT1i BHSBJICHHS IIaxpaiicTBa MpH 1HCTaJIOBAaHHI MOOUIBLHUX JIOJATKIB, sika O
BiJICTeXKyBajla Ta BH3HA4Yalla WIA0JIOHM IIaxpaiB, sKi HeMmoMiTHi mroauHi [16].
Po3B’s3aHHI0 1Mi€T 3a/1a41 TPUCBSYEHA JaHa PoOOTa.

38’30k po0OTH 3 HAYKOBUMH MNpPOrpamMaMu, IUIAHAMH, TEeMaMM.
HuceprarniitHe AOCITIIKEHHS MPOBOJUIIOCH 3TiHO 3 IJIaHAMH HAYKOBO-IOCIIIIHUX
poOIT kadenpu KOMITIOTEPHUX HayK BiHHHUIBPKOTO HAaIllOHAJBHOTO TEXHIYHOTO
YHIBEPCUTETY, B TOMY YUCII1 B MEXaX:

— HaykoBoro mnpoekty  ®61/199-20150/4711  “Merononorias  moOyJI0BU
BHUCOKOIPOJYKTUBHUX 1HTEJIEKTYali30BaHUX IMapajesibHO-1€papXIYHUX CUCTEM
Ha OCHOBI CYYaCHMX MEPEKEBUX OOYUCITIOBAJIBHUX KOMIUIEKCIB 3
reTeporeHHoo apxitektypor” (Ne nepskaBHoi peectpartii: 01150001975, 2015
p.), TIPM BUKOHAHHI SKOTO aBTOp Opajia y4yacTh SIK BHUKOHABEIlb OKPEMHX
M1JIPO3/ILIIB,;

— xkadenpanpHoi Temu 47 K2 "Mopneni, Meroaw, TEXHOJOTIT Ta MPUCTPOL
IHTEJICKTyaJIbHUX 1H(POPMALIMHUX CHUCTEM YTPABIIHHS, €KOHOMIKH, HaBYAHHS
ta koMyHikamii" (2016-2018 p.), npu BUKOHAHHI SKOI aBTOp Opayia y4acTb siK
BIIITOBIJAJIbHUN BUKOHABELD,

— xadeapanbHoi Temu 22 K1 "Po3poOka cremiaiizoBaHuX 3ac00iB IITYYHOTO
IHTEJIEKTy Ha OCHOBI 1HTEJIEKTYaJbHOTO aHali3y JaHUX Ta MAaIIMHHOTO
HaBuaHHsa" (2019 p.); mpu BUKOHAHHI KO aBTOp Oepe y4acTh SIK BUKOHABEIh
OKpPEMHUX T1IPO3/LITIB.

Merta i 3aBI1aHHSA TOCTI’KEHHS.

Memorw pobomu € MABUIIEHHS TOYHOCTI Ta MIBUAKO/II MPOIIECIB BUSIBICHHS
axpaicTBa Mpy 1HCTAIFOBAaHHI MOOUIBHUX JI0JIATKIB.

Jl7is TOoCATHEHHS BKa3aHO1 METH B poOOTI PO3B’SI3yIOTHCS TaKl OCHOBHI 3a/1a4i:
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— aHaji3 METOJIB Ta T[OCTAaHOBKA 3aJaul BHUABICHHS IIaxpaiicTBa MpH
1HCTAJIOBaHHI MOOLIBHUX JOIATKIB;

— dopmaizarlis MpoIecy BUSBICHHS IIaXpaiicTBa K aHOMAaJIi B JIaHHX

— aHami3 Ta kiacu@ikaiis pi3HOPIAHUX NaHUX TMPHU 1HCTATIOBaHHI MOOUTBHUX
JIOJATKIB;

— po3poOKa y3arajJJbHEHOTO METOJY BHUSBJICHHS IIaXpalcTBa MPU 1HCTAIIOBaHHI
MOOIIbHUX HOJATKIB;,

— po3poOka METOAY MOJ0JIAHHS PI3HOPITHOCTI BXITHUX JAHUX;

— po3poOka  iH(MOpMaLIHOI  TEXHOJOTIl  BUSIBJICHHSA  IIaxpalicTBa MpH
1HCTAIIOBAaHHI MOOUILHUX JIOJATKIB.

06’exm OocnioxcenHsi — TPOIECH BUSBJICHHS IaXpaiicTBa SK aHOMAaTiil B
JAHUX TIPU 1THCTAIIOBaHHI MOOUIBHUX J10JIaTKIB.

Ilpeomem Oocniodcennss — Mojeni, MeToau Ta i1H(OpMAaIiiHI TEeXHOJIOTl
BUSIBJICHHS IIaxXpaiicTBa IMPH 1HCTaIIOBAHHI MOOITBHUX JOJIATKIB 3 BUKOPHUCTAHHAIM
IHTENEKTYaJIbHOTO aHaTI3y TaHUX.

Metoau aociiIzKeHHs, 1110 BUKOPUCTaHI B pOOOTI: METOM IIKATIOBAHHS T
yac BHUpIINIEHHS 3aJay aHami3y Ta KiIacu@ikamii pi3HOPIIHUX JAHUX [pHU
1HCTaJIFOBaHHI MOOITBLHUX JIOJATKIB Ta PO3POOKHM METOMY MOJIOJaHHS PI3HOPITHOCTI
BXIJIHUX JaHWX, TEOpis MHOXWH I BHUpIIMICHHS 3amadi Qopmaiizaiii mporecy
BUSIBJICHHS IIaXpaiicTBa SK aHOMaJlli B JaHUX, a TaKOX METOAM Kiacudikarii,
CTATUCTUYHI METOAM, METOAW MAIIIMHHOTO HaBYaHHS, I1HTEJIEKTYaJlbHHH aHali3
JAHUX, METOJU KJlacTepu3allii, HEUpOMEpeKeBl METOAW Il BUPIIMICHHS 3a/1a4
pPO3pOOKH y3araJIbHEHOTO METOJy BHSBJICHHS IIaXpailCTBa TMpU 1HCTAIIOBaHHI
MOOUIBHMX JIOAATKIB Ta PO3poOKHM 1HGOpMAIIHHOT TEXHOJOTii  BUSBIICHHS
axpaicTBa Mpy 1HCTATIOBaHHI MOOUIBHUX JI0JATKIB.

HaykoBa HoOBHM3HA OTpUMaHUX pe3yabTaTiB. B Xomi po3B’s3aHHS
MOCTaBJICHUX 3a]1a4 OyJiM OTpUMaH1 HAyKOBI Pe3yJbTaTH.

1. Bnepiie 3anporoHOBaHO METOJ MOO0JIAHHS PI3HOPIAHOCTI BXITHUX JIaHHX,
[0 SBJISIE COOOI0 CYKYITHICTH MPOIEAYp BHOOPY O3HAK, 3HMIKEHHS PO3MIPHOCTI Ta

HOpMaJi3alii JaHuX, BUIMIHHICTh SIKOTO TIOJSTaE€ y HOBIA MoOEN Mpolecy



23

MOJIOJIAHHS PI3HOPITHOCTI JAHUX LUISIXOM IIKAJIIOBaHHS 3a 1H()OPMATHUBHICTIO, IO
JI03BOJISIE BCIO MHOXXHHY PI3HOPITHUX JaHUX MPO KOPHUCTYBAUiB 3BECTHU JI0 BEKTOPY
yH1(piKOBaHUX O3HAK 0€3 3MEHIIICHHS J1arHOCTUYHOT IIIHHOCTI 1H(pOopMaIii.

2. Y I0CKOHAJIEHO MOJeNb Kiacudikallii KOpUCcTyBadiB Ha OCHOBI TTTMOMHHHUX
HEUPOHHUX MEPEeX Y YaCTHHI 3HUKEHHS PO3MIPHOCTI Ta HOpMaJi3alli JaHWUX 3T1HO
3alpPONOHOBAHOTO METOJY MOJOJIAaHHS PIZHOPIAHOCTI JaHUX, KA € OCHOBOIO IS
CTBOPEHHS y3araJlbHEHOTO MOPTPETy MIaxpas 3 METOI CHPOIIECHHS MPOIECiB ix
BUSIBJIICHHS.

3. Bnepmie po3pobiieHO y3aradbHEHWUH METOJ] BHUSBJICHHS IIaxpaicTBa IPHU
1HCTaJIFOBaHHI MOOLIBHUX JOJATKIB, BIAMIHHICTH SIKOTO MOJISITA€ Y BUKOPHCTAHHI
3alpOMOHOBAHOI Mojeni kiacudikalii KOpUCTYBadiB Ta METOAY TOJIOJIaHHS
PIZHOPIAHOCTI BXIIHHUX JAHUX, 110 JO3BOJISIE BU3HAYUTU KJIACH KOPHCTYBadiB Ta
MIJBUIIUTH TOYHICTh BHUSBJICHHS IaXxpaiicTBa MpU IHCTAIIOBAaHHI MOOUIBHUX
JIOJATKIB.

IIpakTuyHe 3HAYEHHS OTPUMAHUX Pe3yJbTATiB poOOOTH TOJISATAE Yy
HACTYITHOMY:

— 3I1ACHEHO Kiacu(IKallilo PIi3HOPIAHUX JaHUX, 10 JO03BOJWIO CIPOCTUTH
MPOIEC aHaTI3y PIZHOPITHUX 32 METPUKAMHU, PO3MIPHOCTAMHM 1 I1a0JIOHAMU
JTAaHUX Ta aBTOMATU3yBaTH HOTO;

— PpO3pOOJIEHO aAJITOPUTM TOIIYKY aHOMANid B JaHHUX, AQJITOPUTMH MPOIECY
NOJIOJaHHS PI3HOPIAHOCTI BXIJHUX JAHMUX, AITOPUTM BUSBJICHHA IIaxpas Npu
IHCTaTIOBaHHI MOOUTRHUX JIOJATKIB, QJITOPUTM CTBOPEHHS Yy3arallbHEHOTO
NOPTPETy 1axpas Ta aJIrOpUTM MiHIMI3allli 4Yacy BUSIBIEHHS LIaxpaiB Ha
OCHOBI po3MapayesieHHs 00YHCIIOBAIIBHUX MPOIIECIB, SIK1 MOKJIAJEHI B OCHOBY
iHopMaIifHOT TEXHOJOTIi, M0 MABUINWIO TOYHICTh Ta HIBUIKOIIIO
BUSBJICHHS 1IaXpaiB;

— 3ampoOIOHOBAHO 1H(OPMAIIAHY TEXHOJIOTIF0 BHSBICHHS IIIaxpaiicTBa MpHU
1HCTaJIIOBaHHI MOOUIBHUX JTOJIaTKIB, SIKA BUKOPUCTOBYE 3aIIPOMOHOBAHI METO/]
BUSIBJICHHS IIaXpaiiCTBa MpPH I1HCTAIIOBAaHHI MOOIIBHUX JIOAATKIB, METO]

MOJIOJIAHHS PI3HOPITHOCTI BXITHUX JaHUX, MOJEIb Kilacu]ikamii JaHux, 1, Ha
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BIIMIHY BiJa iCHyrouumx cucteM Antifraud, mo3Bosmia TiABUIUTH TOYHICTH
kinacudikarii kopuctyBawiB a0 99,14 %, 30kpema TOuHICTH Kiacuikaiii
maxpaiB — 110 82,76 %;

— po3pobneHo mporpamue 3abe3nedeHHs “Mobile App Install Fraud Detection
System” nyist BUSIBJICHHS IIaxXpaicTBa MPH 1HCTATIOBAaHHI MOOUTLHUX JTOJATKIB.
PesynpraTn gucepraliiifHoi poOOTH BIPOBA/KEHI Ha TMIANPUEMCTBAX Ta

HaBuaibHHX 3akiagax: Garuda Al B. V. (m. Cxinron, Hinepnanmn) — indopmariiina
texHonorisi; TOB «BIH IHTEPAKTHUB» (M. Binaunsg, VYkpaina) — anroputmu
MOJIOJaHHS PI3HOPIAHOCTI JIAaHUX, MOJIEIb MPOIIECY MOJ0JIaHHS PI3HOPITHOCTI JaHUX;
TOB «4XaitTex» (M. Binaunsg, VYkpaiHa)— MoOAenb MOpPoOUECYy MOJOJAHHS
PI3HOPITHOCT]I BXIJIHUX JaHUX, METOJAMKA BUSBJICHHS IIaxpas IPH 1HCTaIIOBaHHI
MoOuTbHUX AogatkiB; IIIT «Jlircodpt» (M. KuiB, Ykpaina) — anropuT™M MHoJ0JIaHHS
PI3HOPIAHOCTI  JaHWX, Yy3araJlbHEHW METOJ BUSBIEHHS IIaxpaiicTBa IIpH
1HCTaJIIOBaHHI MOOUIBHUX JOJIaTKIB, METOAMKA CTBOPEHHS Y3arajJbHEHOTO MOPTPETY
maxpas; y HaBYaJIbHMM Tmporec kadeapu KOMII'IOTEPHUX HayK BiHHUIBKOIrO
HalllOHAIBHOTO  TexHiyHOro yHiBepcurery (BHTY)— y3aranphHenuit Meron
BUSIBJICHHS IIIaXpaiicTBa MpPU 1HCTATIOBaHHI MOOLTBHUX JIOAATKIB Ta y HaBYAIbHUN
nporiec kadenpu iHOOPMATUKH, MPOTPAMHOT 1HKEHEPIl Ta EKOHOMIYHO1 KI0EpHETUKHU
XepCOHCHKOTO JIEP’KaBHOTO YHIBEPCUTETY — 1H(OpMaIliiiHa TEXHOJIOTIS BUSBJICHHS
miaxpaicTBa MpU  1HCTAIIOBaHHI  MOOUIBHMX  JIOAATKIB 3  BUKOPUCTAHHSIM
IHTENEKTYaJIbHOTO aHaI3y JaHMX.

OcoOucTuii BHecOK 3700yBauya. YcCi pe3yibTaTd, SIKI CKJIaJalOTh OCHOBHUM
3MICT JuceprTalii, oTpuMaHi 3100yBadyeM camocTiiiHo. Y pobotax [16], [18], [23],
[24], [27], [62] 3m00yBaueBi HaleX)aTh yCi TEOPETHYHI Ta MPAKTUYHI pe3yabTaTh. Y
poborax, onmy0JIiKOBaHUX y CIIBAaBTOPCTBI, 37100yBauy Hanexath: [14] — po3pobdiaeHO
METOJ BWSBJICHHS IIaXpaicTBa, MaTEMAaTHYHYy MOJEIb TMPOIECY IIKaIIOBAHHS,
QITOPUTM IIKATIOBAHHS PI3HOPIAHUX MACHUBIB, aITOPUTM OOPOOKHU OTPUMAHUX TPYII
OJTHOPITHUX JTaHWX, CXEMY IPOIIECY BUSBIICHHS MIaXpaiB, IHTEICKTyaJIbHY CHCTEMY
aBTOMATUYHOTO BUSIBJICHHS IIaxpaiB, 3A1MCHEHO KiIacH(IKAII0 PI3HOPIIHUX JaHHUX

IpH iHCTAFOBaHHI MOOUTBHMX noaatkiB; [108] — 3mificHeHO dopMarizalito mporecy
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BUSIBJICHHS IIAXpaiicTBa SK aHOMAaJii B JaHUX, PO3POOJICHO METOJl BHUSBIICHHS
aHOMAJIIi TP IHCTAIFOBaHHI MOOUTBHMX nonatkis; [17], [26] — po3pobieHo Meron
dbopMyBaHHS TOPTPETy MIaxpas Ta aJrOPUTM PO3POOKH HEUITKOI MOJenl s
dbopMyBaHHS TOpTpeTy Imaxpas; [28] — 3amponoOHOBAaHO IHTEJICKTYaJdbHY
iH(opMalliiiHy TEXHOJIOT1I0 BHUSBIICHHS IIaXpaicTBa MPH 1HCTaTIOBaHHI MOOUIBHHUX
JIOJATKIB, YJOCKOHAJICHO KJIacu(iKaIlll0 KOPUCTYBaYiB 3 BUKOPHUCTAHHAM TITHOMHHUX
HEHPOHHUX MEPEK, CTBOPEHHS y3arajlbHEHOTo MmopTpeTy maxpas; [19] — po3pobiieHo
CHCTEMY BHSBJICHHS IIIaXpalicTBa MPHU 1HCTAIIOBAaHHI MPOTrpaMHHUX aoaatkis; [13] —
3aMpONOHOBAHO METO]I, MOJIEJl Ta aJITOPUTMH MOAOJAHHS PI3HOPIAHOCTI JAHUX IS
BUSBIICHHS ImaxpaictBa; [15] — po3poOiaeHO MeTox Ta aiIropuT™M aHami3y
PIBHOPITHUX JTAHWX, MATeMaTUYHY MOJIENb MPOLIECY aHali3y PI3HOPITHUX AHHUX,
CXEMYy EKCIEPUMEHTAJIBHOTO MOCHIIKCHHSI BUSBJIICHHS aHOMAJild B PI3HOPIAHUX
nanux; [92], [93] — po3pobOka nmporpaMHOro 3ade3MneyeHHs IS MOAYIIIO 300py JAaHUX
Ta U1 MOJYJII0 BHU3HAUCHHS CXOXKOCTI KOPHUCTYBadyiB, pO3pOOKa aJrOPUTMY
MiHIMI3allil 4acy BUSBJICHHS [IaxXpaiB, aITOPUTMY TOIIYKY aHOMatii B ganux; [20] —
3alIPOIIOHOBAHO MOjIEIbh KiacH(ikaIlii KopucTyBauiB;, [22] — po3po0iieHO METO
BUSIBJICHHS IIAXPaiCTBa MPH IHCTAIOBaHHI MOOUILHUX; [25] — 3amporoHOBaHO METOJ
MOJOJIAHHS PIZHOPIAHOCTI BXigHMX JgaHux; [21] — 3anpomoHOBaHO MOIENb
BU3HAYCHHS IIAXPaChKUX CMIOCOOIB BCTAHOBIIEHHS MOOUTHHUX JIOJIATKIB.
Anpobanisa marepiajgiB aucepraunii. Pe3ynpTaTn nuceptaniiiHoi poOoTH
JIOTIOB1IAJIUCh Ta OOrOBOPIOBAIMCH Ha 9 HAyKOBO-TeXHIYHMX KOH(pepeHiisx: XLV,
XLVI, XLVIIl naykoBo-TexHIYHUX KOH(pepeHLisX MNpodhecopchbKO-BUKIAIABKOTO
CKJIaly, CIIBPOOITHHKIB Ta CTYJACHTIB BIHHHUIIKOrO HAI[IOHAJIBHOTO TEXHIYHOTO
YHIBEPCUTETY; HAYKOBO-TpaKTU4HIN KoH(pepeHuii «CydacHi TEHIEHIIT PO3BUTKY
CUCTeMHOro mnporpamyBaHHs» (M. KuiB, HaimioHanpHu# aBialiiiHui yHIBEPCHUTET,
2016 p.); XIV Mixnaponniii koHdepeniii «KOHTpoOas 1 ympaBiiHHSI B CKIATHUX
cucremax (KYCC-2018)» (M. Binnums, BiHHMIbKMI HaIllOHAJbHHM TEXHIYHUIN
yHiBepcuteT, 2018 p.); V MixkHapoaHii HAyKOBO-TEXHIYHINA KOH(pEPEHIIli CTyACHTIB,
MaricTpiB Ta acmipanTiB «lHpopmaTuka, ympaBiiHHS Ta IITYYHUH 1HTENEKT» (M.

XapkiB, HarionanpHuii TEXHIYHUN YHIBEpCUTET «XapKIBCBKUN TMOMITEXHIYHUN
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incruryt», 2018 p.); 5" International Winter School on Big Data BigDat2019 (m.
Kem6pumx, University of Cambridge, Beauko6puranis, 2019 p.); 577" International
Conference on Innovative Engineering Technologies (ICIET) (m. banrkok, Tainaus,
2019 p.); The 10th International Conference on Dependable Systems, Services and
Technologies (DESSERT’2019) (m. Jlime, BenmkoOpuranis, Leeds Beckett
University, 2019 p.), ne orpumano Haropoxay «Best Paper Award»; The 14th
International conference "Computer sciences and Information technologies” (CSIT
2019) (m. JIpBiB, YKpaina, Bepecenb 17-20, 2019); The 2019 10th IEEE International
Conference on Intelligent Data Acquisition and Advanced Computing Systems:
Technology and Applications (IDAACS), (M. Metn, ®panmis, Bepecenp 18-21,
2019).

Iyoaikamii. 3a Temor nuceprailii onyonikoBano 20 mpaib, B TOMY YHCIl 5
cTaTeil HAJPYKOBAHO Y HAYKOBUX BHUJAHHAX, SIKI BXOASTH JO MEPENiKy (PaxoBHUX
BUJIaHb 3 TEXHIYHMX HaykK, 3arBep/ukeHMX MOH VYkpainu (ogHa 3 SKUX TaKOX
BXOJWTh JI0O HayKOMeTpW4yHOi ©0a3u maHmx Scopus). Kpim Toro, 6 crareii
OIMyOJIIKOBAaHO B MDKHAPOJAHUX HAYKOBUX BHUIAHHSX, I 'ATh 3 SKUX BXOISATH JIO
MDKHApOJHOT HAayKOMETpHYHOi 0a3u SCOPUS (Tpu 3 SKHX TaKOX BXOIATH [0
MiKHapoHOT HaykoMeTpudHoi 6a3u IEEE Xplore), 7 po6it ony6iikoBaHo y 30ipKax
MatepianiB KoH(pepeHIid (Tpu 3 SKUX MDKHAPOJIHI), OTPUMAHO 2 CBIJOLTBA IPO
peecTpaliro aBTOPCHLKOro MpaBa Ha TBIp.

Crpykrypa Ta o0car aucepranii. /[ucepramiiina pobora ckimamaeTbecs 31
BCTYIy, YOTUPBHOX PO3/IJIiB, BUCHOBKIB, CIIUCKY BUKOPUCTAHUX JPKEpes 1 JOJATKIB.
OcHOBHUH 3MICT BUKJIaJeHO Ha 163 cTOpiHKax IPYKOBAaHOrO TEKCTY, MICTUTh 63
pucynku, 17 tabmuis. Ciucok BUKOpPUCTAHUX Jkepen MmicTuTh 108 HaiimeHyBaHb.

3aranbHuii 00csar 245 CTOPIHKH.
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