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ABSTRACT

Titarchuk E.A. Protection of personal information of users aaimputer
systems which use public cloud servicés Qualification scientific paper as
manuscript.

Thesis for PhD degree in technical sciences on the speciality 05.13.05
cComputer syst ems TJlaGoahputeremgmerimeg).nVinrgytsia ( 1 .
National Technical Universityi Vinnytsia, 2018.

Thesis solves the urgent task of protection of personal information of users of
the computer systerone of the components of which is a public cloud service, by
improving the model of interaction of components @& tomputer system.

The scientific novelty of the obtained results and the provisions put forward in
defense is the further development of the theoretical foundations for the constructior
of secure information systems that perform calculations in publiddcéervices,
which allowed to reduce the risk of loss of personal information users of these
information systems.

The following scientific results were obtained in the work:

1. A new mathematical model of user depersonalization service is proposed
and developd, which, unlike existing ones, uses a partially homomorphic
encryption method based on elliptic curves, which allows to protect user information
from unauthorized access to it from the side of the cloud service provider, taking
into account the need fds processing.

2. A new method of partially homomorphic encrypti@tatedio the addition
process is proposed, which, in contrast to existing analogues, uses the mathematic
apparatus of elliptic curves, which, with the same cryptographic stability of the
proposed algorithm, makes it faster than similar algorithms with respect to the time
of execution of the same number of homomorphic additmerations per second
(141.4 opd versus 119 opB a i | algorghm{ and its key length is smaller (256
bits va'sus 2048 bits of the a i | &lgorghmd s

3. The method of encoding numbers with the points of an elliptic curve with
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the preliminary construction of the table of correspondence, which, in contrast to the
existing analogues, includes the stage of the pusvgeneration of-points of the
elliptic curve (where n is the maximum number that needs to be decoded), whict
allows the operation of decoding the number, known to its maximum size.

The practical value of the results obtainedoicreate, based on déeped
models and methods, algorithmic and software information anonymity system for
users using partly homomorphic encryption on elliptic curves.

There has been substantiated a method of information protection of users
which is based on the transformatiointhe model of computing performance into a
computer system and the use of algorithms for partially homomorphic encryption. It
Is proposed to use a partially homomorphic encryption algorithm based on elliptic
curves, which is homomorphic with respecthe addition operation. The process
of constructing a secure computer system consists in transferring resource
consuming tasks consisting of a sequence of operations of arithmetic adding to
public cloud service with the subsequent use of the partiallpon@orphic
encryption algorithm.

As an algorithm for partially homomorphic encryption, a modified encryption
algorithm based on elliptic curves is proposed. The modification of the encryption
process and the deciphering of the points of the elliptic quuaxades an algorithm
of homomorphic features in relation to the addition operation.

Has been performed an analysis of the cryptogragireagthof the presented
algorithm is performed by comparing it with an unmodified encryption algorithm on
elliptic curves Due to the fact that when performing homomorphic addition
operations, the resulting point is associated with the initial private key of encryption,
the cryptographic strength of the proposed algorithm is lower relative to the initial
number of exeded add operations (with the expressed stability in the number of
operations required to open the private key of encryption).

Software tools have been developed that enable to determine the speed ¢
execution of operations of homomorphic addition and ¢lggired number of steps

for the processor of the computer system for the program implementation of the
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proposed method and the similar algorithm is partially homomorphic with respect to
the addition operation algorithm Paillier.

To test the performance tife presented algorithm, software was developed
in the C # programming language. Comparison with a known algorithm for partially
homomorphic encryption Paillier showed the advantage of the presented algorithm
at the rate of execution of operations of lonorphic addition at the relative
cryptographic stability of the length of the encryption key. The total execution time
of the encryption operation, 100 operations of homomorphic addition and the
decryption operation of the presented algorithmis 38%ldssa n t hat of
algorithm.

The disadvantages include the need for the preliminary generation of points
of the elliptic curve in the area of the possible sum of terms. In this section, the time
of generating the number of points was sufficieattlyzed to encode an arbitrary
integer of four byte numbers. Also, the amount of memory needed to save the
required number of points was analyzed.

The method of encoding and decoding of numbers by points of an elliptic
curve is developed, which allows texecute mathematical calculations with
encrypted numbers up to 4 bytes in size. The presented method involves the step
generating points by a fixed point method applied to the number to be encoded, an
the formation of a hash table whose key is theealf the hash function from the
point coordinates, and the values of the list of points and numbers that are guilty o
coding. The information necessary for decoding can be represented by twafiles
file with the hash table keys, and a file containting points of the elliptical curve.

The file size is 36 GB and 256 GB, respectively.

The method of generating a common key for a symmetric encryption
algorithm based on elliptic curves is presented, which can be used in a compute
system consisting of sensd components, each of which has access to a single cloud
data warehouse. A feature of the method is the possibility of forming a symmetric
encryption key for a group of components of the computer system, which prevents

the need for rencryption of infomation for each individual component.
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The method of protection of computer systems and networks with the use of
user depersonalization system is based on a partly homomorphic encryptior
algorithm, which consists in transformation of computer computing hedle
passing of resoureeost operations into public cloud service, which operates only
with encrypted data.

On the basis of the proposed algorithms and models, a software module tha
iImplements a partially homomorphic encryption scheme with respédat itdition
operation on the basis of elliptic curves is developed.

Has been made a software that implements the core of the user's
depersonalization system with the use of an information system that performs
computing on the side of a clotdsed publieservice service.

An approach to the creation of a computer system of electronic voting with
the use of a partially homomorphic encryption algorithm is presented for protection
of the principles of secrecy of the choice of participants. An example of tlkeofvor
a mathematical model of the system and the time of execution of an expenst
operation of generating a table of encoding of integers by points of an elliptic curve
Is given. The advantage of this approach is the impossibility of tracking the choice
of users on the side of the cloud service, even after the end of voting and the
disclosure of the number of elections for each individual option. Thus, unlike the
existing analogues, information about the choice of an individual is not accessible
not only to hird parties, but also to the owners of computing resources on which the
system operates.

An informatively protected cloud system was developed and implemented to
create responses for a mobile application. The advantage of this system over existir
counteparts is the inability to access the private information of users and the genera
statistical information of the application. During the work, an experimental study
was carried out, the results of which showed an advantage in the speed of th
proposed engption algorithm over existing analogues.

The results of the conducted researches are implemented in intelligent

software for ensuring anonymity on the basis of the algorithm of partially
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homomorphic encryption of users of the computer system "LiquidityC L
"SKYSOFTTEK" (registration code 40524859, Vinnitsa) for collecting anonymous
reviews and usage parameters of the mobile application. Implementation Act No. &
dated December 14, 2017.

Key words: public cloud service, partially homomorphic encryptidiptiel

curve, hybrid encryption, encoding of numbers by points of an elliptic curve.
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namespace Cryptography.ECC

{
public class ECCManager

{

private  static object Sync= new object ();

private static ECCManager_defaul t512;
public static ECCManagerDefaultl

{
get

{
if (default512== null )

{
lock (Sync)
{
if (_default512 == null )

_default512 = InitNew(

144

yomils¢ s

p: "68647976601306097149819007990813932172694353001433054093944634591" +
"85543183397656052122559640661454554977296311391480858037121987999" +

"716643812574028291115057151"
a -3

b: "051953eb9618elc9alf929a21a0b68540eea2da725b99b315f3b8b489918ef109"

+

"e156193951ec7e937b1652c0bd3bb1bf073573df883d2c34f1ef451fd46b503f00"

gx: "0c6858e06b70404e9cd9e3ech662395h4429¢648139053fh521f828af606b4d3d"

+ -

"baal4b5e77efe75928feldcl27a2ffa8de3348b3c1856a429bf97e7e31c2e5bd66"

gy: "11839296a789a3bc0045c8a5fh42c7d1bd998f54449579b446817afbd17273e66"
"2c97ee72995ef42640c55009013fad0761353¢c7086a272¢24088be94769fd16650"

+ -

n: "686479766013060971498190079908139321726943530014330540939446345918"

"554318339765539424505774633321719753296399637136332111386476861244"

"0380340372808892707005449" );
}
}
}

return _default512;

}

private static ECCManager_default192;
public static ECCManagerDefault192

{
get

{ if (_defaultl92 == null )
lock (Sync)
{ if (_defaultl92 == null )
{ _default192 = InitNew(

p: "6277101735386680763835789423207666416083908700390324961279"
a "-3",



b: "64210519e59c80e70fa7e9ah72243049feb8deecc146b9bl”
gx: "188da80eb0309 0f67cbf20eb43a18800f4ff0afd82ff1012" ,
gy: "07192b95ffc8da78631011ed6b24cdd573f977a11e794811"
n: "6277101735386680763835789423176059013767194773182842284081");
}
}
}

return _default192;

private  static ECCManager_default256;
public static ECCManagerDefault

{
get
{
if (_default256 == null )
{
lock (Sync)
if (_default256 == null )
{

_default256 = InitNew(

p:
"115792089210356248762697446949407573530086143415290314195533631308867097853951",

a "-3",

b:
"5ac635d8aa3a93e7b3ebbd55769886bc651d06b0cc53b0f63bce3c3e27d2604b"

gx:

"6bl7d 1f2812C4247f8bce66563a440f277(537d 812deb33a0f4a13945d898¢c296" ,

ay:
"4fe342e2fela7fob8ee7eb4a7c0f9e162bce33576b315ececbb6406837bf51f5" ,

n:
"115792089210356248762697446949407573529996955224135760342422259061068512044369");

}
}
}

return _default256;

}

public CacheHelper CacheHelper{ get; protected set;}
public  EllipticCurve Curve { get; protected set;}
public GeneratorPoint  GeneratorPoint { get; set;}

public ECCManagerEllipticCurve curve, GeneratorPoint  generator)
{

Curve = curve;

GeneratorPoint = generator;

/Il <summary>

/Il Encode number into elliptic curve poin. Encrypt encoded point.

/Il </summary>

/Il <param name="number'>Number for encription </param>

/Il <param name="openKey'>Open key </param>

/Il <returns> Iteml - tip for decription. L eft part of encrypted number
/Il ltem2 - encrypted number. Right part </returns>
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public  EncriptionResult EncryptNumber( int number, ECCPoint openKey)

{
var seancePrivateKey = GeneratePrivateKey(GeneratorPoint.PointDimentio n);
var encodedNumber = ECCPoint.Multiply(number, GeneratorPoint);
var left= ECCPoint.Multiply(seancePrivateKey, GeneratorPoint); [Itip for
decryption
var right = encodedNumber + ECCPoint.Multiply(seancePrivateKey, ope nKey);

/lencrypted point

return new EncriptionResult  (left, right);

}

public  EncriptionResult EncryptNumberOpt( int number, ECCPoint openKey)
{
var seancePrivateKey = GeneratePrivateKey(GeneratorPoint.PointDi mention);
var encodedNumber = ECCPoint.MultiplyOptimized(number, GeneratorPoint,
CacheHelper);

var left=  ECCPoint.MultiplyOptimized(seancePrivateKey, GeneratorPoint,
CacheHelper); //tip for decryption

var right =encodedNumber +  ECCPoint.MultiplyOptimized(seancePrivateKey,
openKey, CacheHelper);  //encrypted point

return new EncriptionResult  (left, right);

}
public  EncriptionResult EncryptEncodedNumber( ECCPoint encodedNumber, ECCPoint
openKey)
{
var seancePrivateKey = GeneratePrivateKey(GeneratorPoint.PointDimention);
var left= ECCPoint.Multiply(seancePrivateKey, GeneratorPoint); [hip for
decryption

var right = encodedNumbe r+ ECCPoint.Multiply(seancePrivateKey, openKey);
/lencrypted point

return new EncriptionResult  (left, right);

}
public  EncriptionResult Add(EncriptionResult a, EncriptionResult b)
{ var sResRight = a.Right + b.Right;
var sResLeft = a.Left + b.Left;
} return new EncriptionResult  (sResLeft, sResRight);

private  static ECCManagerlnitNew( string p, string a, string b, string gx,
string gy, string n)
{

var pvalue = new mpz_t(Biginteger .Parse(p, NumberStyles .Integer));
var avalue = new mpz t(Biginteger .Parse(a, NumberStyles .Integer));
var bvalue = new mpz_t(Biginteger .Parse(b, NumberStyles .HexNumber));

var curve = new EllipticCurve  (avalue, bvalue, pvalue);

var generator = curve.SetGeneratorPoint(
new mpz_t(Biginteger .Parse(gx, NumberStyles .HexNumber)),
new mpz_t(Biginteger .Parse(gy, NumberStyles .HexNumber)),
new mpz_t(Biginteger .Parse(n, NumberStyles .Integer)));

var newManger = new ECCManaggcurve, generator);



}

newManger.CacheHelper = new CacheHelper (generator);

return  newManger;

}
public ECCPont DecryptPoint( ECCPoint right, ECCPoint left, ECCKeykeys)
{
return right - ECCPoint.Multiply(keys.PrivateKey, left);
}
private  mpz_t GeneratePrivateKey( mpz_t demention)
{
Randomrandom = new Randon();
var bytes = new byte [64];
random.NextBytes(bytes);
var privateKey = new mpz_t(bytes, 0) % demention;
if (privateKey < 0) privateKey = privateKey * -1;
return  privateKey;
}
public ECCKeyGenerateKey()
{
var key = new ECCKe();
key.PrivateKey = GeneratePrivateKey(GeneratorPoint.PointDimention);
key.OpenKey = ECCPoint.Multiply(key.PrivateKey, GeneratorPoint);
key.P = Genera torPoint.Curve.FieldModule;
key.G = GeneratorPoint;
return  key;
}
public ECCPoint CreatePoint()
{
Random= new Randon();
var bytes = new byte [64];
random.NextBytes(bytes) ;
var privateKey = new mpz_t(bytes, 0) % GeneratorPoint.PointDimention;
if (privateKey < 0) privateKey = privateKey * -1;
return ECCPoint.Multiply(privateKey, GeneratorPoint);
}

public class Encriptio nResult

{

/Il <summary>

/Il Tip for decription

/Il </summary>

public ECCPoint Left{ get; set;}

/Il <summary>

/Il Encrypted number

/Il </summary>

public ECCPoint Right{ get; set;}

public EncriptionResult( ECCPoint left, ECCPoint right)
{

Left = left;

Right = right;
B
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public class ECCPoint
{
public static ECCPoirt O = new ECCPoint();
public mpz t X{ get; set;}
public mpz t Y{ get; set;}
public bool IsInf{ get; set;}
public  EllipticCurve Curve { get; set;}
protected ECCPoint()
{
Isinf=" true ;
}
public ECCPoint(mz_t x, mpz_ty, EllipticCurve
{
X=Xx;
Y=y,
Curve = curve;
}
public static ECCPoint operator +(ECCPoint first,
{
if (first==0) return  second;
if (second==0) return first ;

var curve = first.Curve;

var firstX = new mpz_t(first.X);

var firsty = new mpz_t(first.Y);

var secondX = new mpz_t(second.X);

var secondY = new mpz_t(second.Y);

var module = new mpz_t(curve.FieldModule);

var dy =secondY - firstY;
var dx=secondX - firstX;
if (dx==0)

return  O;
if (dx<0)

dx += module;
if (dy<0)

dy += module;

var dxInverse = dx.InvertMo d(module);
var m = (dy * dxInverse) % module;

if (m<O0)
m += module;
var resultX=(m*m
var resultY = (m * (firstX
if (resultX <0)
resultX += module;

- firstX
- resultX)

©jOdz L OY"

BOls j i30Is d Ydzs ¢ 15

curve)

ECCPoint second)

- secondX) % module;
- firstY) % module;
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if (resultY <0)
resultY += module;

return  curve.GetPoint(resultX, resultY);

}

public static ECCPoint operator - (ECCPoint first, ECCPoint second)
{

second.Y = -1*second.Y ;

if (first==0) return  second;

if (second==0) return first;

var curve = first.Curve;

var firstX = new mpz_t(first.X);

var firstY = new mpz_t(first.Y);

var secondX = new mpz_t(second.X);

var secondY = new mpz_t(second.Y);

var module = new mpz_t(curve.FieldModule);

var dy=secondY - firstY;
var dx =secondX - firstX;

if (dx==0)

return O;
if (dx<0)

dx += module;
if (dy< 0)

dy += module;

var dxInverse = dx.InvertMod(module);
var m = (dy * dxInverse) % module;

if (Mm<O0)
m += module;
var resultX=(m*m - firstX - secondX) % module;
var resultY = (m * (firs tX - resultX) - firstY) % module;

if (resultX <0)

resultX += module;
if (resulty <0)

resultY += module;

return  curve.GetPoint(resultX, resultY);

}

public static ECCPoint Double( ECCPoint point)
{
var pointX= new mpz_t(point.X);
var pointY = new mpz_t(point.Y);
var module = new mpz_t(point.Curve.FieldModule);
var curveAkof = new mpz_t(point.Curve.A);

if (point == 0)
return O;

var dy = 3 * pointX * pointX + curveAkof;
var dx =2 * pointY;

if (dx<0)
dx += module;
if (dy<0)

dy += module;
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var dxInverse = dx.InvertMod(module);

var m = (dy * dxInverse) % module;
var resultX=(m*m - pointX - pointX) % module;
var resultY = (m * (pointX - resultX) - pointY) % module;

if (resultX < 0)

resultX += module;
if (resultY <0)

resultY += module;

return  point.Curve.GetPoint(resultX, resultY);

}
public static ECCPoint Multiply( mpz_t x, ECCPoint p)
{
ECCPoint temp = p;
X=x - 1;
while (x!=0)
{
if x%2!=0)
{
if (temp.X==p.X]||temp.Y ==p.Y)
temp = Double(temp);
else
temp =temp + p;
x=x -1
X=x/2;
p = Double(p);
}
return temp;
}
public static  bool operator ==(ECCPoint first, ECCPoint second)
{
if (ReferenceEquals(first, second))
return true ;
if (ReferenceEquals(first, null ))
return false ;
if (ReferenceEqu als(second, null ))
return false ;
if (first.IsInf && second.IsInf)
return true ;
return first.X == second.X && first.Y == second.Y;
}
public static bool operator !=( ECCPoint first, ECCPoint second)
{
return  I(first == second);
}
public override string ToString()
{

if  (IsInf) return  “Infinity" ;
return  $"({X}, {Y})";
1
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class Program

{

static void Main( string [] args)

{

}

llprevent the JIT Compiler from optimizing Fkt calls away
long seed = Environment .TickCount;

/luse the second Core/Processor for the test
Process .GetCurrentProcess().ProcessorAffi nity = new IntPtr (2);

/lprevent "Normal" Processes from interrupting Threads
Process .GetCurrentProcess().PriorityClass = ProcessPriorityClass .High;

llprevent "Normal" Threads from interrupting this thread
Thread.CurrentThr ead.Priority = ThreadPriority  .Highest;

EncodeNumberts(10);

var maxNumber = 10000;

System. Console .WriteLine(  "Start" );

ulong startTicks = Rdtsc .Timestamp();

var encodedArray = EncodeNumberts(maxNumber);

ulong endTicks = Rdtsc.Timestamp();

var totalTicks = endTicks - startTicks;

System. Console .WriteLine(  $"Total ticks: {totalTicks} ");

System. Console .WriteLine(  "Start stopwatch”  );

StopWatch.Reset();
StopWatch.Start();

var encodedArray2 = EncodeNumberts(maxNumber);

StopWatch.Stop();

var time = StopWatch.Elapsed,;

var formatedTime = $"{time.Minutes} : {time.Seconds} . {time.Milliseconds :000}";
System. Console .WriteLine(formatedTime);

var end = System. Console .ReadKey();

static  readonly Stopwatch StopWatch = new Stopwatch ();

static ECCPoint[] EncodeNumberts( int max)

{

var pointsArray = new ECCPoint[max];
for (int i=1;i<=max;i+ +)
{

pointsArray[i - 1] = EncodeNumber(i);
}

return  pointsArray;
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}
static ECCPoint EncodeNumber(nt number)
{
return  ECCPoint.Multiply(number, ECCManageDefault. GeneratorPoint);
}

}
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namespace Cryptography.Console

{

class Program

{
static  Stopwatch StopWatch = new Stopwatch ();

static  void Main(string [] args)

{

llprevent the JIT Compiler from optimizing Fkt calls away
long seed = Environment .TickCount;

/luse the second Core/Processor for the test

Process .GetCurrentProcess().ProcessorAffinity = new IntPtr

/lprevent "Normal" Processes from interrupting Threads

Process .GetCurrentProcess().PriorityClass = ProcessPriorityClass

Ilprevent "Normal" Threads from interrupting this thread

Thread .CurrentThread.Priority = ThreadPriority  .Highest;

uint iterationsCount = 1000000;
SerializePoints(iterationsCount);
System. Console .WriteLine(  "Done");

var end = System. Console .ReadKey();

}

static void SerializePoints( uint  pointsCount)

{
var pointsList = new List <ECCPoint>(1000);

.High;

var previousPoint = ECCPoint.Multiply(2, ECCManageDefault. GeneratorPoint);

pointsList.Add(previousPoint);

for (int i=1;i<pointsCount - 1 i)

{

var point = previousPoint + ECCManageDefault.GeneratorPoint;

previousPoint = point;
if  (point.IsInf)
{

System. Console .WriteLine(  "Error"  +);

return ;
}
pointsList.Add(previousPoint);
}
var listToSerialize = new List <byte [[>();

var hashTable = new Dictionary <uint , List <uint >>();
uint index = 0;
foreach (var point in pointsList)
{
listToSerialize.Add(point.X.ToByteArray(1));
listToSerialize.Add(point.Y.ToByteArray(1));



}

var hash = Hash(point, pointsCount);
if (hashTable.ContainsKe y(hash))

hashTable[hash].Add(index);
}

else

hashTable.Add(hash, new List <uint > {index});
}

index++;

}

SavePointsToFile(listToSerialize);
SaveDictionaryToFile(hashTable);

static void SavePointsToFile( List <byte []> listToSerialize)

{

}

static  void SaveDictionaryToFile(  Dictionary <uint , List <uint >> indexDictionary)

{

using (var file=  new FileStream ("serializedPoints.bin" , FileMo de.Create))

foreach (var bytes in listToSerialize)

file.Write(bytes, 0, bytes.Length);

using (var file=  new FileStream ("serializedDictionary.bin" ,

FileMode .Create))

}

foreach (var pair in indexDictionary)

{
var hash = BitConver ter .GetBytes(pair.Key);
file.Write(hash, 0, hash.Length);

var pointindexes = pair.Value;
var pointsCount=  BitConverter .GetBytes(pointindexes.Count);

file.Write(pointsCount, 0, pointsCount.Length);
foreach (var pointindex in pointindexes)
{
var point=  BitConverter .GetBytes(pointindex);
file.Write(point, 0, point.Length);

static uint Hash(ECCPoint point, uint totalPointsCount)

{

var sum = point.X + point.Y;
return  sum.ModAsUInt32(totalPointsCount);
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static ~ Stopwatch StopWatch = new Stopwatch ();
static  void Main( string [] args)

{

/lprevent the JIT Compiler from optimizing Fkt calls away
long seed = Environment .TickCount;

/luse the secon  d Core/Processor for the test
Process .GetCurrentProcess().ProcessorAffinity = new IntPtr (2);

/lprevent "Normal" Processes from interrupting Threads
Process .GetCurrentProcess().PriorityClass = ProcessPriorityClass .High;

/lprevent "Normal" Threads from interrupting this thread
Thread .CurrentThread.Priority = ThreadPriority  .Highest;

var file=  new FileWriter ();
int iterationsCount = 20000;
MeasurePaillier(file, iterationsCount);

MeasureEcc(file, iterationsCo unt);

MeasurePaillierTicks(file, iterationsCount);
MeasureEccTicks(file, iterationsCount);

var end = System. Console .ReadKey();

static  void MeasurePaillier(  FileWriter  file, int iterationsCount)
{ var log= string .Empty;
WarmUpPailier();
var keyPaillier = PailierManager .Default.GenerateKey();
file.Write( "Paillier cryptosystem - Addition started" + Environment .NewLine);
/Ireset stopwatch
StopWatch.Reset();
StopWatch.Start();
var sumPalillier = PailierMan ager .Default.EncryptNumber(0, keyPaillier);
Ior (var i=0;i<=iterationsCount; i++)

var newNumber = PaillierManager .Default.EncryptNumber(i + 1, keyPaillier);

sumPaillier = PaillierManager .Default.Multiply(sumPaillier, newNum ber,
keyPaillier);

if (IsKeyOperation(i))
{

log = AddElapsedTimeToLog(log, StopWatch.Elapsed, i);
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}
file.Write(log);

file.Write(  "Paillier cryptosystem - Addition finished" + Environment .NewLine);
file.  Flush();

StopWatch.Reset();
StopWatch.Start();

PaillierManager .Default.DecryptNumber(sumPaillier, keyPaillier);

file.Write(AddElapsedTimeToLog( string .Empty, StopWatch.Elapsed, "decrypt" ));
file.Write( "Paillier cryptosystem - Decrypti on finished" + Environment .NewLine);
file.Flush();
}
static  void MeasurePaillierTicks( FileWriter  file, int iterationsCount)
{
var log= string .Empty;
WarmUpPaillier();
var keyPaillier = PaillierManager .Default.GenerateKey();
file. Wr ite( "Paillier cryptosystem - Addition started" + Environment .NewLine);
var start=  Rdtsc.Timestamp();
var sumPaillier = PaillierManager .Default.EncryptNumber(0, keyPaillier);
for (var i=0;i<=iterationsCount; i++)
{
var newNumber = PaillierManager .Default.EncryptNumber(i + 1, keyPaillier);
sumPaillier = PailierManager .Default.Multiply(sumPaillier, newNumber,
keyPaillier);
if (IsKkeyOperation(i))
{
log = AddElapsedTicksToLog(log , Start, i);
}
}
file.Write(log);
file.Write( "Paillier cryptosystem - Addition finished" + Environment .NewLine);
file.Flush();
start =  Rdtsc.Timestamp();
PaillierManager .Default.DecryptNumber(sumPaillier, keyPaillier);
file.Write(AddElapsedTicksToLog( string .Empty, start, "decrypt" ));
file.Write( "Paillier cryptosystem - Decryption finished" + Environment .NewLine);
file.Flush();
}
static  void MeasureEcc(FileWriter  file, int iterationsCount)
{

var log= strin g.Empty;

/[Elliptic curves cryptography
WarmUpEcc();

file. Write(  "Start ECC"  + Environment .NewLine);
file.Flush();
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var keyEcc = ECCManageDefault.GenerateKey();

List <ECCPoint> rightParts = new List <ECCPoint>(iteratio  nsCount + 1);
List <ECCPoint> leftParts = new List <ECCPoint>(iterationsCount + 1);
ECCPoint sumRight = null ;

ECCPoint sumLeft= null ;

StopWatch.Reset();
StopWatch.Start();

for (var i=0;i<=iterationsCount; i++)

{
var encryptedNumber = ECCManageDefault.EncryptNumber(i + 1, keyEcc.OpenKey);

rightParts.Add(encryptedNumber.Right);
leftParts.Add(encryptedNumber.Left);

if (i==2)
{
sumRight = rightParts[0] + rightParts[1];
sumLeft = leftParts[0] + leftParts[1];
if (i>2)
sumRight = sumRight + encryptedNumber.Right;

sumLeft = sumLeft + encryptedNumber.Left;

if (IsKeyOperation(i))

po—

log = AddElapsedTimeToLog(log, StopWatch.Elapsed, i);
}
}
file.Write(log);

file.Write( "ECC cryptosystem - Addition finished" + Environment .NewLine);
file.Flush();

StopWatch.Reset();
StopWatch.Start();

ECCManageDefault.DecryptPoint(sumRight, sumLeft, keyEcc);

file.Write(AddElapsedTimeToLog( string .Empty, StopWatch.Elapsed, "decrypt" ));
file.Write(  "ECC cryptosystem - Decryption finished" );
file.Flush();

}

static  void MeasureEccTicks( FileWriter ~ file , int iterationsCount)

{

var log= string .Empty;

[[Elliptic curves cryptography
WarmUpEcc();

file.Write(  "Start ECC" + Environment .NewLine);
file.Flush();

var keyEcc = ECCManageDefault.GenerateKey();

List <ECCPoint>rightPar ts= new List <ECCPoint>(iterationsCount + 1);
List <ECCPoint> leftParts = new List <ECCPoint>(iterationsCount + 1);



ECCPoint sumRight=null ;
ECCPoint sumLeft=null ;

var start=  Rdtsc.Timestamp();
for (var i=0;i<=iterationsCount; i++)
{

var encryptedNumber = ECCManageDefault.EncryptNumber(i + 1, keyEcc.OpenKey);

rightParts.Add(encryptedNumber.Right);
leftParts.Add(encryptedNumber.Left);

if (i==2)

{
sumRight = rightParts[0 ] + rightParts[1];
sumLeft = leftParts[0] + leftParts[1];

}
if (i>2)
{
sumRight = sumRight + encryptedNumber.Right;
sumLeft = sumLeft + encryptedNumber.Left;
}
if (IskeyOperati on(i))
{
log = AddElapsedTicksToLog(log, start, i);
}
}
file.Write(log);
file.Write( "ECC cryptosystem - Addition finished" + Environment .NewLine);
file.Flush();
start=  Rdtsc.Timestamp();

ECCManageDefault.DecryptPoint(sumRight, sumLeft, keyEcc);

file.Write(AddElapsedTicksToLog( string .Empty, start, "decrypt” ));
file.Write( "ECC cryptosystem - Decryption finished" );
file.Flush();
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